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EXPORT COMPLIANCE AUDIT REPORT
Gap Analysis and Program Assessment
Based on BIS Audit Module | EAR (15 CFR Parts 730–774)  | ITAR (22 CFR Parts 120–130)  | OFAC (31 CFR Parts 500–598)
	LEGEND
✓ Currently in Operation     + Add to ECP (gap — not yet implemented)   Δ Update or Revise (exists but needs improvement)  N/A  Not Applicable to this organization



	Assessment Date:
	
	

	Conducted By:
	
	



	EXECUTIVE SUMMARY



	Purpose of Audit:
	

	Overall Program Status:
	☐ Satisfactory     ☐ Needs Improvement     ☐ Significant Gaps Identified



	Key Findings Summary:
	

	Priority Recommendations:
	



	Element 1
	MANAGEMENT COMMITMENT



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Written management commitment statement signed by a senior officer (CEO/President) communicating the organization's commitment to export compliance.
Ref: ECP-GOV-001 Leadership Commitment Statement
	
	
	
	
	

	Export Compliance Policy formally adopted, approved, and distributed to all employees.
Ref: ECP-GOV-002 Compliance Policy
	
	
	
	
	

	Empowered Official (EO) designated in writing with authority to bind the company; ITAR registration current.
Ref: ECP-ITAR-001 Empowered Official Designation
	
	
	
	
	

	Adequate resources (budget, personnel, systems) allocated to export compliance function.
	
	
	
	
	

	Compliance structure is clear — roles and responsibilities defined for ECO, EO, and all export-related functions.
	
	
	
	
	

	Senior management receives regular compliance briefings and audit results.
Ref: ECP-GOV-004 Board Briefing Outline
	
	
	
	
	

	Management actively supports and reinforces a culture of compliance — zero-tolerance for violations communicated.
	
	
	
	
	

	Export compliance represented at the decision-making level for new products, customers, and markets.
	
	
	
	
	



	Element 2
	RISK ASSESSMENT



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Formal risk assessment conducted and documented — identifies high-risk products, destinations, customers, and transactions.
	
	
	
	
	

	Export jurisdiction and classification completed for all products and technology in the company's portfolio.
Order of Review (EAR/ITAR/OFAC) documented per 7-Internal OOR
	
	
	
	
	

	ECCN and/or USML categories assigned and maintained for all controlled items; EAR99 determination documented where applicable.
	
	
	
	
	

	Deemed export risk assessed — foreign national employees and visitors identified; access controls in place.
Ref: 12-Deemed Export Review Form; 16-TCP
	
	
	
	
	

	Denied Party Screening (DPS) performed for all transaction parties before each export — CSL, SDN, EL, DPL, UVL, MEU.
Screened within 30 days; results retained per 33-Recordkeeping Checklist
	
	
	
	
	

	OFAC sanctions screening covers all applicable programs — comprehensive and targeted sanctions verified.
50% Rule applied; beneficial ownership checked
	
	
	
	
	

	High-risk area matrix maintained — identifies countries, end-users, end-uses, and transaction patterns requiring enhanced due diligence.
	
	
	
	
	

	Red flag indicators reviewed for every transaction.
Ref: 11-Red Flag Checklist
	
	
	
	
	

	Risk assessment reviewed and updated at least annually and upon material changes to products, customers, or regulations.
	
	
	
	
	



	Element 3
	EXPORT AUTHORIZATION AND TRANSACTION COMPLIANCE



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Written license determination procedures in place — Order of Review followed for all transactions.
Ref: 17-License Determination Flow
	
	
	
	
	

	Every transaction screened to determine whether a license, license exception, or ITAR exemption is required before shipment.
	
	
	
	
	

	No-license-required (NLR) basis documented in writing for each transaction confirming Country Chart clear and Part 744 clear.
Ref: 17-License Determination Flow Transaction Worksheet
	
	
	
	
	

	License exceptions and ITAR exemptions applied correctly — all conditions confirmed and documented before use.
	
	
	
	
	

	BIS and DDTC licenses administered per Written License Administration Plan.
Ref: 28-License Admin Plan
	
	
	
	
	

	License provisos reviewed and tracked for every license; obligations (reports, DCS, re-export restrictions) met on schedule.
Ref: 30-Proviso Tracking Log; 29-End-User License Condition Acknowledgment
	
	
	
	
	

	End-User Statements obtained from foreign consignees for all controlled exports.
Ref: 10-Blanket End-User Statement
	
	
	
	
	

	Transaction Hold/Stop Order procedure in place and understood by logistics, sales, and finance.
Ref: 27-Transaction Hold_Stop Order
	
	
	
	
	

	Pre-shipment compliance checklist completed and signed for every export.
Ref: 24-Export Compliance Checklist
	
	
	
	
	

	Shipping document requirements met — DCS on invoice and AWB/BOL; ITAR license/exemption citation on transport documents; ITN obtained.
Ref: 31-Shipping Document Requirement Checklist
	
	
	
	
	

	AES/EEI filed accurately with correct license code, ECCN, parties, and value; ITN retained.
Ref: 25-EEI Agent Information Sheet
	
	
	
	
	

	Technology Control Plan (TCP) in place and current for ITAR-controlled technical data transfers.
Ref: 16-TCP
	
	
	
	
	

	ITAR registration current; renewal initiated at least 60 days before expiration.
Ref: 15-ITAR Reg Renewal Checklist
	
	
	
	
	

	Deemed export reviews completed for all foreign national employees/visitors with access to controlled technology.
Ref: 12-Deemed Export Review Form
	
	
	
	
	

	Part 130 political contributions statements filed as required for SME transactions ≥ $500,000 to foreign armed forces.
Ref: 23-Part 130 Statement
	
	
	
	
	



	Element 4
	RECORDKEEPING



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Transaction recordkeeping checklist completed for every shipment — all required records assembled and filed.
Ref: 33-Recordkeeping Checklist
	
	
	
	
	

	Records retained for minimum 5 years (EAR: 15 CFR § 762.2; ITAR: 22 CFR § 122.5; OFAC: 31 CFR § 501.601; FTR: 15 CFR § 30.10).
	
	
	
	
	

	Electronic records system meets 15 CFR § 762.6 requirements — readily producible, backed up, with audit trail.
	
	
	
	
	

	Denied Party Screening records retained for all parties for each transaction.
Ref: 33-Recordkeeping Checklist Section B (DPS records)
	
	
	
	
	

	Foreign national visitor logs maintained.
Ref: 13-Foreign National Visitor Log
	
	
	
	
	

	Government communications log maintained — all conversations with BIS, DDTC, OFAC documented.
	
	
	
	
	

	License files maintained with complete shipment logs; license balance tracked and current.
Ref: 28-License Admin Plan
	
	
	
	
	

	Records accessible and producible upon request — tested periodically.
	
	
	
	
	



	Element 5
	TRAINING AND AWARENESS



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Export control training program based on job-specific needs — different levels for all employees vs. compliance team vs. senior management.
	
	
	
	
	

	Level 1 training (all employees): definitions, red flags, who to contact — completed before employees handle any controlled items or data.
Training acknowledgment signed and on file for each employee
	
	
	
	
	

	Level 2 training (compliance team / export-related personnel): regulations, classification, screening, recordkeeping, function-specific topics, comprehension testing.
	
	
	
	
	

	New employee training completed within 30 days of hire for export-related roles.
	
	
	
	
	

	Annual refresher training scheduled and documented.
	
	
	
	
	

	Training materials accurate, current with EAR/ITAR/OFAC regulatory changes, and consistent with company procedures.
	
	
	
	
	

	Training records maintained with date, trainer, attendees, content, and assessment results.
Ref: Training Acknowledgment Form; Training Record
	
	
	
	
	

	Backup/alternate personnel trained to cover primary compliance roles.
	
	
	
	
	

	Training updated when regulations change or gaps are identified through audits or incidents.
	
	
	
	
	




	Element 6
	AUDITS AND SELF-ASSESSMENT



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Audit schedule defined — internal self-assessments and corporate-level audits at risk-based intervals (at minimum annually).
	
	
	
	
	

	Qualified individual or team designated to conduct internal audits — free from conflict of interest with the area being audited.
	
	
	
	
	

	Audit scope covers all key elements: management commitment, risk assessment, classification, screening, licensing, shipping documentation, recordkeeping, training, and violation handling.
	
	
	
	
	

	Audit methodology documents: interview questions, transaction review checklist, document request list, and this audit report template.
	
	
	
	
	

	All key export-related personnel interviewed during audit.
Interview list documented in audit report appendix
	
	
	
	
	

	Sampling of transactions reviewed — screening records, compliance checklists, shipping documents, AES filings verified against procedures.
Sample at minimum 10 transactions per audit period or 10% of volume, whichever is higher
	
	
	
	
	

	Written audit report produced with: Executive Summary, Findings and Recommendations organized by priority, Appendices (interview list, document list).
Ref: This 40-Compliance Audit Report
	
	
	
	
	

	Audit findings briefed to affected business units — inaccuracies corrected; commitment to corrective action obtained.
	
	
	
	
	

	Findings briefed to executive management.
	
	
	
	
	

	Corrective actions tracked with owners and target dates.
Ref: 41-Corrective Action Plan
	
	
	
	
	

	Corrective actions re-verified within one year — closed items confirmed effective.
	
	
	
	
	

	External/third-party audit conducted periodically where resources allow.
Consider directing through legal counsel to preserve attorney-client privilege
	
	
	
	
	

	Past audit records maintained for minimum 5 years; repeated deficiencies tracked to identify systemic issues.
	
	
	
	
	



	Element 7
	HANDLING EXPORT VIOLATIONS AND TAKING CORRECTIVE ACTIONS



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Employees know how and to whom to escalate suspected violations — reporting path clearly communicated.
Anonymous reporting mechanism available
	
	
	
	
	

	Transaction hold/stop procedure effective — tested and understood by all relevant personnel.
Ref: 27-Transaction Hold_Stop Order
	
	
	
	
	

	Internal Incident Report procedure in place — incidents documented promptly and completely.
Ref: 39-Internal Incident Report
	
	
	
	
	

	VSD policy established — criteria for when to file a VSD defined; process documented.
Ref: 38-VSD Template
	
	
	
	
	

	ITAR mandatory disclosure procedure in place — 22 CFR § 126.1(e)(2) immediate DDTC notification required.
Mandatory, not optional — distinguish from voluntary self-disclosure
	
	
	
	
	

	Legal counsel engaged promptly when potential violations are identified.
Attorney-client privilege asserted over investigation materials
	
	
	
	
	

	Root cause analysis conducted for every incident — process failure, training gap, system error, or other cause identified.
	
	
	
	
	

	Corrective Action Plan produced for every identified gap or violation.
Ref: 41-Corrective Action Plan
	
	
	
	
	

	Corrective actions assigned to specific owners with target completion dates — tracked to closure.
	
	
	
	
	

	No retaliation policy communicated and enforced — employees protected when reporting in good faith.
	
	
	
	
	

	Lessons learned from incidents and audits incorporated into training and procedure updates.
	
	
	
	
	



	Element 8
	EXPORT COMPLIANCE PROGRAM DOCUMENTATION AND PROCEDURES



	Control / Procedure
	✓
	+
	Δ
	N/A
	Finding / Priority

	Written Export Compliance Program (ECP) manual or policy document exists, is current, and accessible to relevant personnel.
	
	
	
	
	

	SOPs document all key processes: classification, screening, license determination, pre-shipment review, AES filing, recordkeeping, incident reporting, training.
Ref: ECP-SOP-XXX SOP Template
	
	
	
	
	

	ECP updated when regulations change (BIS/DDTC/OFAC Federal Register notices monitored) and when audits or incidents reveal gaps.
	
	
	
	
	

	Regulatory update monitoring process in place — BIS, DDTC, OFAC updates tracked; affected procedures revised promptly.
	
	
	
	
	

	SNAP-R (BIS), DECCS (DDTC), and OFAC licensing portal accounts current and accessible.
Account credentials documented and backed up
	
	
	
	
	

	Freight forwarder(s) vetted, screened, and operating under written instructions (SLI) that include DCS and export control requirements.
Ref: 26-Routed Export Authorization Letter (routed transactions)
	
	
	
	
	

	ECP Framework implemented at appropriate maturity level for organization's risk profile.
Ref: Compliance Program Framework (compliance-program.html)
	
	
	
	
	

	Export compliance manual reviewed and approved by EO at least annually.
	
	
	
	
	





	FINDINGS SUMMARY



	Element
	Gaps (+)
	Updates Needed (Δ)
	Priority

	1 — Management Commitment
	
	
	

	2 — Risk Assessment
	
	
	

	3 — Export Authorization
	
	
	

	4 — Recordkeeping
	
	
	

	5 — Training
	
	
	

	6 — Audits
	
	
	

	7 — Violations & Corrective Actions
	
	
	

	8 — ECP Documentation
	
	
	

	TOTALS
	
	
	



	Priority Findings and Recommended Actions (top 5):

	1.  

	2.  

	3.  

	4.  

	5.  



	TRANSACTIONAL SAMPLE REVIEW



	Transaction Ref.
	Date
	Destination
	ECCN / USML
	Auth. Basis
	Findings

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



	CORRECTIVE ACTION SUMMARY  —  see 41-Corrective Action Plan for full CAPA tracking



Record all gaps and findings below.  Transfer to 41-Corrective Action Plan for full tracking, root cause analysis, and closure verification.
	Priority
	Finding / Gap (Element #)
	Corrective Action
	Owner
	Due
	Status

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed

	☐ H ☐ M ☐ L
	
	
	
	
	☐ Open ☐ Closed















	AUDIT SIGN-OFF



	LEAD AUDITOR


Signature


Printed Name  |  Title  |  Date
	
	EXPORT COMPLIANCE OFFICER


Signature


Printed Name  |  Title  |  Date



	EMPOWERED OFFICIAL


Signature


Printed Name  |  Title  |  Date
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